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Purpose:

The purpose of this paper is to identify methodological biases and limitations
in machine learning-based insider threat detection using the Computer
Emergency Response Team [CERT] dataset, in order to guide the development
of more realistic, robust, and operationally relevant detection approaches.

Design/Methods/Approach:

The objectives are achieved through a systematic literature analysis of 131
peer-reviewed studies published between 2013 and 2025 that apply machine
learning toinsider threat detection using the CERT dataset, employing a Preferred
Reporting Items for Systematic Reviews and Meta-Analyses [PRISMA]-guided
selection process and a structured comparative framework to examine dataset
versions, feature engineering strategies, model architectures, and evaluation
metrics from a methodological and empirical perspective.

Findings:

The analysis shows that most studies rely on the less realistic CERT v4.2
dataset, resulting in inflated performance that does not generalize to operational
settings. It also finds that feature engineering is a stronger determinant of

detection performance than model complexity, while inconsistent evaluation
practices hinder meaningful comparison across studies.

Research Limitations / Implications:

The study is limited by its reliance on published research using a single
synthetic dataset, which constrains generalization to real-world environments.

Practical Implications:

The findings indicate that practitioners should be cautious when adopting
models validated on simplified benchmark settings, and instead prioritize
solutions tested under extreme class imbalance. Emphasis should be placed on
robust feature engineering, unsupervised or hybrid detection approaches, and
evaluation metrics.
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Originality/Value:

This paper provides the first large-scale, methodologically focused analysis
of insider threat detection research that explicitly exposes performance inflation
caused by dataset version bias and evaluation inconsistency, offering concrete,
evidence-based guidance for improving the realism, comparability, and
operational value of future studies in the field.

Keywords: insider threat detection, CERT dataset, machine learning, anomaly
detection, dataset bias, evaluation metrics
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Desetletje nabora podatkov CERT: sistemati¢ni pregled
metodoloskega razvoja in pristranskosti zmogljivosti

Namen prispevka:

Namen prispevka je opredeliti metodoloske pristranskosti in omejitve
pri odkrivanju notranjih groZenj na osnovi strojnega ucenja z uporabo nabora
podatkov CERT, da bi usmerili razvoj bolj realisti¢nih, robustnih in operativno
uporabnih pristopov za zaznavanje.

Metode:

Cilji so dosezeni s sistematicno analizo literature 131 recenziranih studij,
objavljenih med letoma 2013 in 2025, ki uporabljajo strojno ucenje za odkrivanje
notranjih grozenjna podlagi nabora podatkov CERT. Uporabljena sta bila postopek
izbora po smernicah Prednostne postavke porocanja za sistematicne preglede in
metaanalize (angl. PRISMA - Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) ter strukturiran primerjalni okvir za proucevanje razlic¢ic nabora
podatkov, strategij znacilnosti inZeniringa, arhitektur modelov in evalvacijskih
metrik z metodoloskega in empiri¢nega vidika.

Ugotovitve:

Analiza kaze, da se vecina Studij zanasa na manj realisticen nabor podatkov
CERT v4.2, kar vodi do precenjenih rezultatov zmogljivosti, ki se ne posplosujejona
operativna okolja. Poleg tega ugotavlja, da je znacilnost inzeniringa pomembnejsi
dejavnik uspesnosti zaznavanja kot kompleksnost modelov, medtem ko
nedosledne evalvacijske prakse otezujejo smiselno primerjavo med Studijami.

Omejitve/uporabnost raziskave:

Studija je omejena zaradi zanasanja na objavljeno literaturo, ki uporablja en
sam sinteti¢ni nabor podatkov, kar omejuje posplosevanje na resnicna okolja.
Prakti¢na uporabnost:

Ugotovitve kaZejo, da bi morali biti praktiki previdni pri uvajanju modelov,
validiranih na poenostavljenih referencnih okoljih, ter namesto tega dajati
prednost resitvam, preizkusenim v pogojih izrazite neuravnotezenosti razredov.
Poudarek bi moral biti na znacilnosti robustnega inZeniringa, nenadzorovanih ali
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hibridnih pristopih zaznavanja ter evalvacijskih metrikah.

Izvirnost/pomembnost prispevka:

Prispevek predstavlja prvo obsezno, metodolosko usmerjeno analizo raziskav
na podrodju odkrivanja notranjih groZenj, ki izrecno razkriva precenjenost
rezultatov zmogljivosti zaradi pristranskosti razlicic naborov podatkov in
nedoslednosti evalvacije ter ponuja konkretna, na dokazih temeljeca priporocila
za izboljSanje realisticnosti, primerljivosti in operativne vrednosti prihodnjih
raziskav na tem podrodju.

Kljuéne besede: odkrivanje notranjih grozenj, nabor podatkov, CERT, strojno
ucenje, zaznavanje anomalij, pristranskost nabora podatkov, evalvacijske metrike

UDK: 004.056

1 INTRODUCTION

Insider threat detection remains a critical challenge in cybersecurity due to the
difficulty of distinguishing malicious intent from authorized user behavior.
Since real-world datasets are scarce due to privacy concerns or trade secrets,
synthetic datasets have become the standard alternative. The most widely used
synthetic benchmark is the Computer Emergency Response Team [CERT] dataset,
developed by the Software Engineering Institute at Carnegie Mellon University,
in partnership with ExactData, LLC, and under sponsorship from DARPA 120
(Glasser & Lindauer, 2013).

In operational environments, insider threats are typically handled within
the mandate of Computer Emergency Response Teams [CERTs], which are
increasingly required to address not only external incidents, but also misuse, data
exfiltration, and policy violations originating from within the organization. Unlike
perimeter-focused attacks, insider incidents unfold gradually, often blending
into legitimate activity streams, and evading traditional rule-based monitoring
deployed by CERTs.

This places a growing burden on CERTs to adopt behavior-based and
anomaly-driven detection mechanisms capable of identifying subtle deviations
over extended periods, under extreme class imbalance. Consequently, the CERT
dataset has become a de facto experimental proxy for evaluating whether machine
learning-based approaches can realistically support CERT operations in detecting
internal threats, triaging alerts, and prioritizing analyst effort.

Simulating logs from a large organization over 500 days, the CERT dataset
captures logon events, HTTP activity, file transfers, device usage, and emails as
well as user psychometric profiles (big five’ personality traits), and decoy files.
Various insider threat scenarios (Table 1) were injected into this background traffic.
A critical distinction exists between dataset versions: version 4.2 features 1000
users and 70 insiders (a dense, easier classification problem), whereas the newer
version 6.2 features 4000 users and only 5 insiders (a realistic, high-imbalance
problem).
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Despite being released in 2013, over a decade ago, CERT remains the primary
testbed for new ML approaches. This review systematically analyzes 131 papers
to answer four key questions, guiding our work similarly to previous research
(Jurisi¢ et al., 2023):

1. Which dataset version is predominantly used?

2. How has feature engineering evolved?

3. Which machine learning methods are most effective?

4. What evaluation metrics are standard?

Table 1: geep, Description
CERT Threat : - —
. User logs in after hours, uses removable drives, and uploads data to Wikileaks before
Scenarios leavi
v6.2) eaving.
Vvo.
2 User surfs job sites, solicits employment from competitors, and steals data via thumb
drive.
3 Sysadmin uses a keylogger to steal supervisor credentials and sends an alarming
mass email.
4 User logs into another machine, searches for files, and emails them to a home address

over 3 months.

5 Layoff victim uploads documents to Dropbox for personal gain.

2 SEARCH AND SELECTION METHODOLOGY

We conducted a systematic search on Scopus and Web of Science (WoS) covering
the period from the dataset’s release (2013) to September 2025. The search query
targeted the intersection of the dataset citation (Glasser & Lindauer, 2013)
and keywords including anomaly detection, machine learning, deep learning,
and security.
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2.1 PRISMAFLOW

The initial search yielded 275 unique records. Following PRISMA 2020 guidelines
(Page et al., 2021):

1. Screening: 66 records were removed (reviews, non-English, off-topic).

2. Retrieval: 29 papers were inaccessible.

3. Eligibility: 49 papers were excluded after full-text reading (did not use at
all CERT for model training).

4. Included: A final set of 131 studies was selected for this review (see Fig.
1).

Interest in the dataset remains robust, with citation counts indicating a steady
stream of new methodologies applied to CERT every year, either as the only
dataset, or as one of the benchmarks (Fig. 2).
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3 SURVEY OF MODELS AND TECHNIQUES

The literature demonstrates a clear methodological progression from static
classifiers to sequence-aware deep learning and graph-based approaches, and,
recently, LLM approaches.

There are many possible approaches to group and categorize different
machine learning methods and approaches, e.g. supervised and unsupervised
methods, historical and recent methods, singular models vs. ensemble and hybrid
approaches. In this context, the machine learning methods used are organized
into broad groups based on similar approaches and characteristics. It is important
to note that these categories are not strictly mutually exclusive, as many models
possess characteristics of multiple groups. This pragmatic grouping is intended
to provide a clear framework for comparing the diverse approaches applied to
the CERT dataset.

Our review categorizes these approaches based on their primary architectural
logic. It is important to note that many authors use multiple methods, either to
establish baselines and validate the performance gains of the proposed approach
or they employ ensembles, where the model’s output is based on several classifiers.
One recent trend is the increase of hybrid approaches, where the authors use
output of one method as input for the next one, e.g. using LSTM for extraction
of sequence embeddings and CNN for final classification, highlighting the
complementary strengths of these techniques. Table 2 categorizes the reviewed
studies.
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Model Category =~ Method References Table 2:
L ) - . . Overview
inear Models Linear & Jiang et al., 2019b, Jiang et al., 2019a, Ferreira et al.,
Logistic 2019, D. Le and Nur Zincir-Heywood, 2019, D. Le et al., of Methods
Regression 2020, D. Le and Zincir-Heywood, 2021b, Bharathi and Applied to the
(LR) Balasubramanian, 2022, C. Wang and Zhu, 2022, X. Li, Li, CERT Dataset

etal., 2023, X. Li, Li, Li, Cai, and Li, 2023, Abdallah et al.,
2024, D. Le et al., 2019,
Dong et al., 2025

Tree-Based
Models

Random Forest
(RF)

Jiang et al., 2019b, Jiang et al., 2019a, Ferreira et al., 2019,
D. Le and Nur Zincir-Heywood, 2019, Rauf et al., 2019,
D. Leetal, 2020, D. Le and ZincirHeywood, 2021b,
Al-Shehari and Alsowail, 2021, D. C. Le et al., 2021,
Naicker and van Niekerk, 2021, C. Wang and Zhu, 2022,
Al-Shehari and Alsowail, 2023, Mittal and Garg, 2023,
Peccatiello et al., 2023, X. Li, Li, et al., 2023, Manoharan et
al., 2023, Al-Shehari et al., 2023, Al-Shehari, Rosacdi, et al.,
2024, Abdallah et al., 2024, Garchery and Granitzer, 2019,
Bharathi and Balasubramanian, 2022, D. Le et al., 2019,
Dong et al., 2025, C. Zheng et al., 2022, Corradini et al.,
2025, Zou et al., 2020, Elisa et al., 2023, Feng et al., 2025

XGBoost F. Yuan et al., 2020, D. Le et al., 2020, Al-Shehari and
Alsowail, 2023, Al-Shehari et al., 2023, Al-Shehari, Rosaci,
et al., 2024, Abdallah et al., 2024, Jovanovic et al., 2024,
Mladenovic et al., 2024, Dong et al., 2025, Yi and Tian,
2024, C. Zheng et al., 2022, Zou et al., 2020
Other Tree- D. Le and Zincir-Heywood, 2018, Bharathi and
based Balasubramanian, 2022, Kumpf et al., 2024, F. Yuan et al.,
2020, Mladenovic et al., 2024, Elisa et al., 2023
Instance-Based Support Vector  Palomares et al., 2017, Haidar and Gaber, 2018, A. Liu et al.,
and Machine 2018, Jiang et al., 2019b, Jiang et al., 2019a, Rauf et al., 2019,
(SVM) Aldairi et al., 2019, Bartoszewski et al., 2021, Padmavathi et
al., 2022, Han et al., 2022, Molina et al., 2022, X. Li, Li, et al.,
2023, Bin Sarhan and Altwaijry, 2023, Abdallah et al., 2024,
Song et al., 2024, X. Zhu et al., 2024, Kan et al., 2023, Zhou
etal., 2022, D.-W. Kim et al., 2023, Mehmood et al., 2024,
Sridhar, 2025, Sun et
al., 2021
Kernel Methods k-Nearest Bose et al., 2017, Al-Shehari and Alsowail, 2021, Naicker
Neighbors and van Niekerk, 2021, Bharathi and Balasubramanian,
(k-NN) 2022, Al-Shehari and Alsowail, 2023, Al-Shehari et al., 2023,
Al-Shehari, Rosacdi, et al., 2024, Abdallah et al.,
2024
Probabilistic Bayesian Roberts et al., 2016, D. Le et al., 2018, Al-Shehari and
Models Methods Alsowail, 2021, D. Le and Zincir-Heywood, 2021b, Mittal
and Garg, 2023, Manoharan et al., 2023, Elisa et al., 2023,
Bertrand et al., 2023
Markovian Rashid et al.,, 2016, D. Le and Zincir-Heywood, 2018,
Models Dahmane and Foucher, 2018, Saaudi et al., 2019, Ye et al.,
2020, Bartoszewski et al., 2021, Alshehri, 2022, Yang et al.,
2022, Song et al., 2024, B. Zhang et al., 2024
Other Kan et al., 2023, P. Zheng et al., 2021
Probabilistic
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Neural Networks LSTM

Tuor et al., 2017a, Tuor et al., 2017b, Saaudi et al., 2018,

F. Yuan et al., 2018, Matterer and Lejeune, 2018, Paul and
Mishra, 2020, F. Yuan et al., 2020, Y. Wei et al., 2021, C.
Zhang et al., 2021, He et al., 2021, Han et al., 2022, Zuo et
al., 2022, Alshehri, 2022, Molina et al., 2022, C. Li et al.,
2022, Alshehri et al., 2023, Song et al., 2024, Shanmugapriya
etal, 2024, X. Zhu et al., 2024, Tiwary et al., 2024, Sridhar,
2025, Vinay et al., 2024, Ding et al., 2024, Cheng et al., 2024,
F. Xiao et al., 2025, B. Zhang et al., 2024, Chen and Pao,
2024, BaghalizadehMoghadam et al., 2024, C. Zheng et al.,
2022, Sivakrishna et al., 2025, D. Zhu et al., 2022, Sun et al.,
2021, Vinay et al., 2023, X. Li et al., 2024

CNN

Saaudi et al., 2018, F. Yuan et al., 2018, A. Liu et al., 2018,
Jiang et al., 2018, Jiang et al., 2019b, Zhou et al., 2022,
Shanmugapriya et al., 2024, Tiwary et al., 2024, Ye et al.,
2025, AlShehari, Kadrie, et al., 2024,

Ding et al., 2024, Dong et al., 2025, Chen and Pao, 2024, Ge
etal., 2022, D. Zhu et al., 2022, algabri2025mitd

Autoencoder

L. Liuetal., 2018, D. C. Le and Zincir-Heywood, 2020, D.
Le and Zincir-Heywood, 2021b, L.-P. Yuan et al., 2021, D.
Le and Zincir-Heywood, 2021a, D. Li et al., 2022, X. Wang
etal., 2023, Y.-F. Wang et al., 2023, Sridhar, 2025, Jang et al.,
2020, Corradini et al., 2025, Sivakrishna et al., 2025

Other NNs

Garchery and Granitzer, 2019, Ferreira et al., 2019, D. Le
and Nur Zincir-Heywood, 2019, L. Liu et al., 2019, L. Liu
etal, 2020, S. Yuan et al., 2020, D. Le et al., 2020, Gayathri
et al., 2020, Zerhoudi et al., 2020, D. Li et al., 2021, Naicker
and van Niekerk, 2021, Vinay et al., 2022, Bharathi and
Balasubramanian, 2022, C. Li et al., 2022, ]. Xiao et al., 2023,
Mouyart et al., 2023, Song et al., 2024, Abdallah et al., 2024,
Zhou et al., 2022, D. Le et al., 2019, Qi, An, et al., 2025, W.
Liu et al., 2025, Bertrand et al., 2024, M. Zhang et al., 2024,
Kotb et al., 2025, Chen and Pao, 2024, C. Zheng et al., 2022,
Corradini et al., 2025, Sivakrishna et al., 2025, R. Wei et al.,
2019

Isolation
Forest (IF)

Anomaly
Detection

Haidar and Gaber, 2018, Garchery and Granitzer, 2019,
Aldairi et al., 2019, D. C. Le and Zincir-Heywood, 2020,
S. Yuan et al., 2020, Bartoszewski et al., 2021, D. Le and
Zincir-Heywood, 2021a, Han et al., 2022, Molina et al.,
2022, Peccatiello et al., 2023, Bin Sarhan and Altwaijry,
2023, Al-Shehari et al., 2023, Song et al., 2024, X. Zhu et
al., 2024, Kan et al., 2023, Zhou et al., 2022, Mehmood et
al., 2024, Sridhar, 2025, Fei et al., 2025, Yi and Tian, 2024,
Corradini et al., 2025, Sun et al., 2021

Local Outlier
Factor (LOF)

and Clustering

Nicolaou et al., 2020, Bartoszewski et al., 2021, X. Li, Li, et
al., 2023, Rauf et al., 2023, X. Li, Li, Li, Cai, and Li, 2023,
Al-Shehari, Rosadi, et al., 2024, Z. Wei et al., 2024, Kan et
al., 2023, Mehmood et al., 2024, Yi and Tian, 2024, X. Li et
al., 2024

Clustering

D. Le and Zincir-Heywood, 2018, Haidar and Gaber, 2018,
J. Kim et al,, 2019, Garchery and Granitzer, 2019
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Graph-Based Graph Neural  Jiang et al., 2019, X. Li, Li, et al., 2023, X. Li, Li, Li, Cai,
Networks and Li, 2023, Y.-F. Wang et al., 2023, Ding et al., 2024, F.
Xiao et al., 2025, Fei et al., 2025, L. Zheng et al., 2025, X. Li
etal., 2024, Qi, Yan, et al., 2025

Methods Other Graph-  Jiang et al., 2019b, Das Bhattacharjee et al., 2017, C. Wang
based and Zhu, 2022, X. Wang et al., 2023, Fei and Zhou, 2024, B.
Zhang et al., 2024

Other Methods Miscellaneous  D. Le et al., 2018, Igbe and Saadawi, 2018, D. Le et al., 2019,
Orizio et al., 2020, Chung et al., 2020, Alhajjar and Bradley,
2022, Elisa et al., 2023, Arendt et al., 2018, Jyosthna and
Reddy, 2021

3.1 Tree-Based and Linear Models

Tree-based models, particularly Random Forest (RF) and eXtreme Gradient
Boosting (XGBoost), are pervasive in the literature, serving as both high-
performing primary classifiers and robust baselines (Al-Shehari & Alsowail, 2023;
D. Le et al,, 2020). Their popularity stems from their ability to handle the tabular
nature of aggregated log features (e.g., daily counts of emails or file accesses).
Recent work has favored gradient boosting (XGBoost) due to its effectiveness with
imbalanced data when paired with sampling techniques like SMOTE (Abdallah
et al., 2024; Zou et al., 2020). Studies consistently show that while Deep Learning
offers potential, well-tuned tree ensembles often yield comparable results with
significantly lower computational cost and higher interpretability (Le & Nur
Zincir-Heywood, 2019).

3.2 Probabilistic and Markovian Models

Early research heavily utilized Hidden Markov Models (HMMs) to capture the
sequential nature of user actions, treating logs as a timeline of events (Rashid et
al., 2016; Saaudi et al., 2019). While HMMs provide interpretability, they often
struggle with the long-term dependencies inherent in prolonged insider attacks.
Consequently, recent studies primarily use HMMs as benchmarks for LSTMs.
Bayesian methods, including Naive Bayes and Bayesian Gaussian Mixture
Models, continue to appear as efficient baselines or components in ensemble
systems (Bertrand et al., 2023).

3.3 Recurrent Neural Networks

The introduction of Long Short-Term Memory [LSTM] networks marked a
paradigm shift in CERT research (Tuor et al., 2017a). LSTMs address the vanishing
gradient problem of standard RNNs, allowing models to learn long-range
dependencies in user behavior sequences (e.g., correlating a file download on
Monday with data exfiltration on Friday).

Key trends in this category include:
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* Sequence Construction: Most studies transform user logs into daily
sequences or use sliding windows (e.g., 50 events) to capture temporal
context (Saaudi et al., 2019; Tuor et al., 2017a).

* Hybrid Architectures: Combining Convolutional Neural Networks
[CNNs] (to extract local feature patterns) with LSTMs (for temporal
sequencing) to improve detection rates (Saaudi et al., 2018; F. Yuan et al.,
2018).

* Autoencoders: Utilizing LSTM-based autoencoders for unsupervised
anomaly detection. These modelslearn to reconstruct “normal” sequences;
high reconstruction errors flag potential threats (Paul & Mishra, 2020; F.
Yuan et al., 2020).

e Attention Mechanisms: Recent models incorporate attention layers to
focus on specific, high-risk events within a long sequence (He et al., 2021;
Zuo et al., 2022).

3.4 Convolutional Neural Networks

While typically used for image processing, CNNs have been adapted for insider
threat detection by transforming log data into 2D images (e.g., mapping activity
frequencies to pixel intensities) (A. Liu et al., 2018). More commonly, 1D-CNNs
are used in hybrid models to extract features from text-based logs (emails, URLSs)
before passing them to sequential classifiers (Jiang et al., 2018; Ye et al., 2025).

3.5 Unsupervised Anomaly Detection

Given the scarcity of labeled insider data in the real world, unsupervised methods
are critical. Isolation Forest (IF) and Local Outlier Factor (LOF) are the standard-
bearers here. IF, in particular, is frequently cited as a state-of-the-art baseline,
often outperforming complex supervised models when training data is limited or
unrepresentative (Al-Shehari et al., 2023; Peccatiello et al., 2023). These methods
are increasingly used in ensemble frameworks to reduce false positives (Le &
Zincir-Heywood, 2021a).

3.6 Graph-Based Methods

Assignificant recent development is the shift from analyzing isolated user timelines
to modeling the relationships between entities (users, devices, files) using graphs.
Graph Neural Networks (GNNs) and Graph Convolutional Networks (GCNs) are
employed to detect lateral movement and structural anomalies that sequential
models might miss (Jiang et al., 2019a; X. Li, Li, et al., 2023). A significant recent
development is the shift from homogeneous graphs (user-user relations) to
heterogeneous graphs that model the complex interaction between diverse
entities (users, devices, files, IP addresses). Methods such as Log2Graph (Fei et al.,
2025) and heterogeneous graph embeddings (Zheng et al., 2022) demonstrate that
capturing the structural context of an event (e.g., a user accessing a file they have
no organizational relationship with) significantly outperforms purely sequential
baselines.

10
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3.7 Emerging Methods: Large Language Models and Generative Artificial
intelligence

The most recent frontier involves Large Language Models (LLMs). Studies
like (Zhang et al., 2024) treat log entries as a language, fine-tuning models like
LLaMA to detect semantic anomalies in user behavior. Additionally, Generative
Adversarial Networks (GANs) are being used to augment the minority class
(insiders) to improve training stability (Yuan et al., 2020).

4 DISCUSSION

4.1 The “Performance Bubble”: Version 4.2 vs 6.2

Our analysis reveals a critical bias in the field: the dominance of CERT version 4.2.
As shown in Fig. 3, nearly half of all reviewed papers rely on version 4.2, while
less than a quarter utilize the more realistic version 6.2.

80

60

40

20 I

o ._——

42 6.2 52 6.1 5.1 2 3.1

This preference is problematic. Version 4.2 contains 70 insiders among 1000
users (1:14 ratio), creating a “dense needle” problem that is significantly easier to
solve than the “needle in a haystack” scenario of version 6.2 (5 insiders among
4000 users, 1:800 ratio). Models optimized on 4.2 often report inflated F1-scores
that do not generalize to operational environments where threats are extremely
rare. This creates a “performance bubble,” where published results overstate the
practical efficacy of proposed methods.

4.2 Feature Engineering Trends

Feature engineering remains the primary differentiator between successful and
unsuccessful models. We observe three dominant approaches in the literature:

e Temporal & Statistical Aggregation: Day-based aggregation is the

standard, deriving counts (e.g., number of emails), means, and variances

Figure 3: Di-
stribution of
CERT dataset
versions used
in reviewed
studies.
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over daily windows. However, multigranularity approaches (combining
session, day, and week views) are proving more robust against “low and

slow” attacks (Le et al., 2020).

*  Semantic Encoding: There is a decisive move away from simple one-hot
encoding toward treating log entries as text. Recent approaches use NLP
techniques like TF-IDF or embeddings (Word2Vec, BERT) to capture
the contextual relationship between actions (e.g., the similarity between
“upload to Dropbox” and “upload to Google Drive”) (Bertrand et al.,

2023).

*  Psychometric Integration: Several studies explicitly integrate the ‘Big
Five’ personality traits provided in the dataset to weight the anomaly

scores of users with risk-prone personality profiles.

4,3 Metrics and Standardization

The review highlights a lack of standardized evaluation. While most studies now
correctly avoid Accuracy (which is misleading in imbalanced datasets) in favor
of AUC-ROC and Fl1-score, there is no consistency in train/test splits or negative
sampling ratios. This fragmentation makes it nearly impossible to determine the
true State-of-the-Art (SOTA). Furthermore, operational metrics like Defection
Delay and Budget-based Recall (how many alerts an analyst must review to find an
insider) are rarely reported, despite being crucial for real-world adoption.

5 CONCLUSION

This systematic review examined more than a decade of insider threat detection
research based on the CERT dataset, revealing substantial methodological progress
alongside persistent structural limitations. The field has notably advanced from
static classifiers to sequence-aware deep learning models and graph-based
representations, but reported performance gains are frequently inflated by dataset
version bias, unrealistic class distributions, and inconsistent evaluation practices.

From an operational perspective, these findings have direct implications
for CERTs and security operations teams. Models validated primarily on CERT
v4.2 provide limited assurance of effectiveness in real-world environments,
where insider incidents are rare, ambiguous, and costly to investigate. Without
standardized evaluation protocols and metrics that reflect analyst workload (such
as detection delay or alert budget efficiency), research outcomes remain weakly

coupled to CERT decision-making processes.

To improve both scientific rigor and practical relevance, future research
should prioritize evaluation under extreme imbalance conditions, emphasize
unsupervised and hybrid detection strategies, and integrate explainability
mechanisms that support human-in-the-loop analysis. Cross-version validation
and transparent reporting of experimental assumptions should be treated as
baseline requirements. Only through such alignment can insider threat detection
research meaningfully contribute to CERT capabilities and close the gap between

benchmark performance and operational utility.
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